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m SCADA systems are widely used by a vast

array of organisations from sectors such as
energy, oil and gas, power, transportation,
etc. How can they best manage the risks as-
sociated with a digitised real-time data ana-
lysing system and thus avoid any malicious
intrusion?

This question is a little complex. Ob-
viously, SCADA systems are widely
deployed in almost our entire critical
national infrastructure (CNI). How you
best manage the risk is a very good
question because we are all collective-
ly still trying to find the answer to it.

With the digitisation of networks comes the risk for Industrial
Control Systems (ICS) to be cyber attacked, creating the need for
all stakeholders involved to take measures and avoid any damages
made on their business. Ahead of Defence 1Q’s ICS Cyber Security
conference taking place 29 April-1 May in London, Professor Helge
Janicke, Director of the Cyber Technology Institute at De Montfort
University, shares his insights on agile incident response in ICS. He
discusses here risk management of Supervisory Control and Data
Acquisition (SCADA) systems, the effectiveness of the current ICS
instant response capability, and what the key elements are to secure
the digitised network connected to ICS.

One of the key starting points is mak-
ing sure that we are actively looking at
the risks because traditionally these in-
frastructures were disconnected from
the network, and nowadays they are
popping up everywhere. They are con-
nected to business systems through
the regular IT side of an enterprise, for
purposes such as real-time monitoring,
monitoring throughput, power produc-
tion and logistics — logistics systems
today are deeply integrated into the
control systems that underpin them.

In terms of risk management, un-
derstanding what the links are and



https://www.defenceiq.com/events-icscybersecurity

having architect solutions that pay at-
tention to cyber risk is crucial, espe-
cially when we build new installations.
Segregating the data flows in there
is also important, to make sure that
not a single component is accessible
from everywhere, and used by an at-
tacker to pivot through the system. |
think controlled flows and the use of
data diodes for example, to ensure
that the flow of information is unidi-
rectional to some parts of the system
through that network, are very good
practices to manage and deal with
some of the risks.

However, many of the risks come from
widely different fronts. If you look at
the supply chain surrounding the
building of these SCADA systems,
you can find there are a lot of suppli-
ers working in concert in a production
plant. This creates issues because
the integration of all of these at the in-
terface level might not go as smoothly
as it should.

Any system is only as secure as its
weakest link, so there is a reliance
on the security of your supply chain.
If we look at the European NIS direc-
tive (on the security of network and
information systems), it is important
for operators of essential services to
focus on their supply chain because
they have, at least in the UK, the re-
sponsibility to ensure that adequate
protection of their supply chain is be-
ing implemented and that suppliers
are applying the same rigorous levels
of security and risk management.

Operators of essential services are respon-
sible for making sure their suppliers are se-
cure, but are they currently doing this? Are
they aware of their need to do this?

That depends on the sector you are
talking about, as some sectors are
significantly better in managing their
supply chains than others. In the
energy sector, there is a detailed
logging of the supply chain, what is
being used and what is being imple-
mented; aircraft manufacturers have
a very detailed trace of where the
parts come from and when there were
manufactured.

On a range of one to ten, how would you rate
the current ICS instant response capability?

Again, this depends a lot on the sec-
tor. The more critical the sector is, the
higher the number would be; the broad
stroke, however, is possibly somewhere
around two or three on this scale.
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There is a lot of work to do, especially
when it comes to small manufactur-
ing plants that have sometimes zero
cyber security and no awareness of
cyber security. Machines can be 20
years old and in this type of setting
there is very little response capability
on the cyber part, even though they
are effective in the incident response
mechanisms on the safety part. | be-
lieve that the operation technology
(OT) side needs a lot of development;
we come much further with IT incident
response, where the issues are much
better understood than in the opera-
tions technology side.

Is there a push from CNI organisations to
work with industry in order to build agility
in incident management solutions? If not,
where does the push to become more agile
come from?

This question links very nicely to the
current project we are running, about
agile incident response and indus-
trial control systems. So far the push
really comes from the realisation that
incident response is taking place
quite often in isolation of A) the busi-
ness, and B) the ICS context, with the
engineers and the operators of these
technologies. You often find that the
security operations centre and the in-
cident response management teams
are IT-focused and do not understand
or cannot operate OT.

While there are things that these stake-
holders can afford to lose, others are
absolutely critical and must be main-
tained. Bringing teams together to
know which ones are which and to
share this knowledge is particularly
relevant in case of a response to an in-
cident, as it will enable them to make
the right decision quickly in a stress-
ful situation; it is less relevant in the
preparation and post-incident phases,
as it is all about limiting damages. The
real trick in ICS is not to make matters
worse when responding to an incident.

What do you believe to be key in securing
the digitised network connected to I1CS?
What about in ensuring an effective incident
response?

The key in securing the digitised net-
work is the attitude towards ICS be-
cause often these are built for a single
purpose and a production line is be-
ing set up for them. Currently, we find
it very difficult to patch ICS; we can
patch them, but the process invali-
dates some of the safety certification

that these plants have undergone, so
this is a big additional cost that we
don’t manage effectively at this point.
Changing a software configuration in
the digitised network might invalidate
the safety case established in a plant.
Making any changes requires a com-
plete recertification of the plant and
there are very few people who can do
that. That loss of regularity is finan-
cially not viable to run, so we need to
look at some different ways to main-
tain and secure the systems that have
the benefits of being connected, but
not falling foul of the operating nature
of these control systems.

| very strongly believe that an effec-
tive incident response is only possi-
ble if you understand your systems
and know what assets you have de-
ployed, what configurations are run-
ning, what kind of patch levels have
already been applied throughout the
system, to be effective in managing
it; it is not necessarily the case in all
incidents at the moment.

Moreover, you need to have the right
stakeholders on board and the man-
agement buy-in, to deal with an inci-
dent effectively and quickly move and
respond. You also need to get access
to the right people such as engineers
and business people, and bring them
together in a value-focused approach
to responding to an incident. | believe
this is the key for the future.

Do you believe there is enough management
buy-in now, in order to achieve this?

Currently, there is significant aware-
ness among managers that cyber se-
curity is an issue and the question is
to make it an internal business case.
To a large extent and in the finance
sector for example, because it is too
expensive to proactively put controls
into place, people just accept the risks
associated with having less controls.
There are some protections, but there
is also the ability for them to pay up
for any mistakes that are happening.
The key element here is to have man-
agement buy-in to change the organi-
sational culture effectively, all the way
down to the employees who are oper-
ating these systems. This can happen
through rigorous security awareness
programmes and putting the right ar-
chitectural solutions and infrastructure
in place when the plants are built or
refurbished; this will help to anticipate
incidents and be able to segregate at-
tacked networks or production lines,

to avoid the spread of an attack.




