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Cybercrime

Should I or my company be concerned? 
No. You should be terrified

In May last year, Liam Fox, the International Trade Secretary, announced that the UK government would be 
investing £1.9 billion of transformational investment to support the country’s strategy of becoming secure 
and resilient to a cyber-threat by 2021. Describing the scale and speed of the technological revolution 
as a “Pandora’s Box,” he said, “It is the responsibility of government to lead the field in our global cyber 
security standards and to promote the UK’s world-leading expertise and strengthen capabilities in the UK 
and allied countries.” It has been estimated that the global cost of cybercrime will reach $2 trillion by 
the end of this year, with a 2017 report estimating that a five-day loss of the Global Navigation Satellite 
System would cost the UK in excess of £149 million.

by Julian Clark, Global Head of Shipping, Hill Dickinson LLP
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a
s one of the world’s leading mari-
time legal and emergency disaster 
response operations, with an in-
house team of nine ex-mariners (all 

either legally qualified or in the process 
of legal qualification), we are frequently 
on board vessels investigating a range 
of incidents, not all necessarily cyber-
related. However, our mariners report to 
us that they are constantly discovering 
breaches of shipboard cyber security, il-
legal downloads, malware and absence 
of security protocols and procedures – all 
of which could seriously compromise a 
vessel’s seaworthiness.

Seaworthiness in the digital age
Despite the high-profile nature of re-

cent incidents involving key market play-
ers such as Maersk and COSCO, it seems 
that the maritime community stakeholders 
are still, in certain quarters, burying their 

heads in the sand saying that these sto-
ries are either “fake news” or one-off in-
cidents. In reality, what we read about in 
the press is the tip of the iceberg. Indeed, 
so significant is the risk that in July 2018 
NATO issued requests for reports of in-
stances of GPS or AIS interference in the 
Mediterranean, noting that in the past few 
months several electronic interferences 
had been detected.

In the maritime context, we have yet to 
see a case based upon a vessel’s unsea-
worthiness due to a cyber issue. This ab-
sence must, however, only be a matter of 
time. Let us then test that hypothesis. The 
following three are central tenets of the tra-
ditional concept of seaworthiness of the 
vessel. First, a ship is seaworthy if she has 
that degree of fitness which an ordinary 
careful owner would require his vessel to 
have at the commencement of her voyage, 
regarding all its probable challenges.
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Second, a vessel’s seaworthiness ex-
tends beyond its physical fitness for the 
relevant voyage, requiring the vessel to 
have sufficient, efficient and competent 
crew, as well as adequate and satisfactory 
systems on board to address matters that 
might be encountered during the voyage.

Finally, whether a vessel is seaworthy 
should be considered in reference to the 
state of knowledge in the industry at the time.

When SOLAS compliance is not enough
In the context of the threat of cyber-

crime in shipping, it will become increas-
ingly difficult for shipowners to argue 
successfully that the state of knowledge 
in the industry permits them to do noth-
ing to address the potential of a cyber 
attack. A wide range of publications and 
guidelines from all the major shipping 
operations, organisations and under-
writers has now highlighted this risk to a 
sufficient degree that preventative action 
should be taken. The implementation of 
proper cyber risk management systems 
and protocols (both on- and offshore) 
go directly to the requirement of having 
adequate and satisfactory systems on 
board as well as sufficient, efficient, and 
adequately trained crew.

This type of risk of the vessel being 
found to be unseaworthy has severe con-
sequences, not only in the potential loss of 
the right to deploy the defences currently 
found within the Hague Visby Rules but 
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also in the possible loss of a right to limit 
liability. Article IV of the 1976 Limitation of 
Liability Convention provides that, “a per-
son liable shall not be entitled to limit his 
liability if it is proved that the loss resulted 
from his personal act or omission, commit-
ted with the intent to cause such loss, or 
recklessly and with knowledge that such 
loss would probably result.” One may say 
that it is unlikely that a cyber attack would 
be committed with intent to cause a loss, 
unless of course in the context of a “mod-
ern-day scuttling case.” But the real issue 
here is the application of “recklessly.” In 
circumstances where a vessel owner has 
allowed his vessel to proceed to sea with-
out adequately training the crew, without 
having implemented a cyber risk protocol 
and regular drills, with out of date firewalls 
and inadequate protections, there must be 
scope to argue recklessness.

In the Hague Visby Rule context and the 
possibility of losing the right to deploy the 
standard defences, one needs only con-
sider how that right was lost in the case of 
the car carrier Eurasian Dream. If one takes 
the factors listed by the court as to why the 
owner was unable to rely upon the defenc-
es in that case and apply them to a cyber 
context, the result becomes obvious. The 
factors identified were the inexperience of 
the master, lack of training in relation to the 
risk for the type of vessel concerned, an 
ineffective regime of training and drills, a 
basic handover and general induction, and 

absence of vessel-specific procedures. 
Simply having manuals on board and com-
pliance with the International Convention 
for the Safety of Life at Sea (SOLAS) was 
not enough. As lawyers often say – the 
facts speak for themselves.

Are you a soft target?
No longer just concerned but now ter-

rified? What do you need to do? The mari-
time sector is increasingly looking like a 
soft target. Examination of traffic on the 
so-called dark web shows that a number 
of factions are now starting to target the 
maritime field.

In response, we need to implement 
threat modelling for ships, undergo reg-
ular penetration testing and introduce 
monitoring systems and information 
sharing between all actors in the maritime 
community in order to exchange experi-
ence of cyber vulnerabilities. In short, we 
need to ensure that all maritime organi-
sations have an up-to-date and thorough 
cyber response plan and adequate train-
ing, not only for their crews but also their 
shore-based personnel. Shipping corpo-
rations need to work in close cooperation 
with the experts in the field – legal, risk 
avoidance and technological – to devel-
op and implement effective systems and 
know how to deal with the attack when it 
comes. In other words, it’s about adopt-
ing the mantra from the original song 
Ghostbusters, “Who you gonna call?” �


